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1.0 INTRODUCTION

By letter dated September 9, 2009 (Reference 1), as supplemented by letters dated November
13, 2009 (Reference 2), and July 11, 2010 (Reference 3), Invensys Operations Management
(IOM) requested U.S. Nuclear Regulatory Commission (NRC) approval for the “Triconex Topical
Report,” IOM Document No. 7286-545-1, Revision 4 (Reference 4), hereafter referred to as the
licensing topical report (LTR). The supplemental documents provided under the cover letter
dated September 22, 2009, and the subsequent cover letters dated from October 30, 2009,
through August 12, 2011, provided additional information that clarified and supported the
technical claims documented in the LTR and did not expand or change the scope of the LTR.

The LTR was accepted for review by letter dated August 11, 2010 (Reference 67). The
acceptance letter identified IOM commitments to supply supplemental documents. These
documents provide additional information to support the review of the design details and
qualification of the Tricon V10 platform and were submitted under the cover letter dated
August 5, 2010, with an enclosure (Reference 59) providing summary responses to NRC
inquiries for clarification within the acceptance letter.

The LTR revision describes the completion of all testing and documentation requirements of
Electric Power Research Institute (EPRI) Technical Report (TR)-107330 for Version 10.5.1
(V10) of the Tricon Triple Modular Redundant (TMR) Programmable Logic Controller (PLC)
platform, which is an evolutionary upgrade to the NRC approved Version 9.5.3 (V9),
documented in Triconex Topical Report 7286-545-1-A, “Qualification Summary Report,”
(Reference 34). The current LTR revision includes a summary of the equipment qualification for
the Tricon V10 and a synopsis of the differences between the Tricon V9 System and the Tricon
V10 System.

The NRC staff conducted an audit at the IOM facility in Irvine, California, on December 15 -17,
2010 (Reference 6). The purpose of the audit was to inspect IOM procedures and processes
that are referenced in the LTR and audit documented products of commercial grade dedication
activities. During the site visit, thread audits were performed, the hardware configuration of the
Tricon qualification test specimen was observed, and performance characteristics and functional
capabilities of the platform were observed. The results of the audit are documented in the
March 14, 2011, Audit Report (Reference 6).

The NRC’s approval of the Tricon V9 platform is documented in its safety evaluation report
(SER), “Review of Triconex Corporation Topical Reports 7286-545, “Qualification Summary
Report” and 7286-546, “Amendment 1 to Qualification Summary Report, Revision 1” (TAC NO.
MA8283)” (Reference 9), which formed the basis for the NRC staff’'s safety evaluation (SE) of
the Tricon V10 platform. The NRC staff focused its review efforts on the impact of V10 platform
changes on the V9 platform safety conclusions documented in the SE. For those hardware and
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software items that are common to both the V9 and V10 platforms, the NRC’s approval is
documented in the V9 platform SE. However, changes to review guidance since 2001 required
some aspects of the V9 platform to be reevaluated or evaluated in greater detail and the
regulatory findings are documented herein.

2.0 REGULATORY EVALUATION

The purpose of this SE is to evaluate whether the Tricon V10.5.1 platform is suitable for use in
safety-related (SR) applications in nuclear power plants (NPP). Thus, the review of the LTR
and supporting technical documents is intended to determine whether sufficient evidence is
presented to enable a determination with reasonable assurance that subsequent licensing
applications referencing this platform can comply with the applicable regulations to ensure that
the public health and safety will be protected. This evaluation and associated audit activities are
not intended to completely assess all aspects of the design and implementation of any specific
SR application (e.g., reactor protection system or engineered safeguards actuation system) and
full compliance with relevant regulations will need to be evaluated on a plant-specific basis.
However, the review scope is sufficient to allow the reviewer to reach the conclusion of
reasonable assurance within the platform-level context.

2.1 SCOPE OF TRICONEX PLATFORM CHANGES V9.5.3 TO V10.5.1

The Tricon V10 PLC system is designed and built with the same basic architecture as the V9
PLC system. ltis a fault-tolerant PLC that uses a triple modular redundant (TMR) architecture
in which three parallel control paths are integrated into a single overall system. The system is
designed to use two-out-of-three voting with the intent of providing uninterrupted process
operation with no single point of random hardware failure.

However, many of the previously approved components within the V9 platform have been
updated or replaced in the V10 platform. The most prominent changes to the Tricon V10
platform are the main processor (MP) module and the communications module. The Tricon
VV9.5.3 MP module, 3006N MP is replaced by the 3008N MP in the Tricon V10.5.1. Multiple
communications modules available for V9.5.3 have been replaced with a single module
configuration, the Tricon Communication Module (TCM). The complete list of hardware (HW)
and software (SW) changes implemented within the Tricon V10 platform is provided in Tables 1
and 2 below (Reference 10). The Tricon V9 HW and SW components are also listed for
comparison.

IOM included an Application Guide in Appendix B of the LTR that describes a generic safety
system application using the V10 platform. The Application Guide was provided to facilitate a
better understanding of the platform’s potential safety system applications in NPPs. However,
the NRC staff did not make any safety determination regarding the Application Guide and this
appendix is not approved by this SE.

In addition to the V10 platform changes, IOM also submitted the Nuclear Safety Integration
Program Manual (NSIPM) and an SE Maintenance Plan as part of the LTR. The NSIPM
governs application specific development activities that occur at IOM’s facility. The SE
Maintenance Plan describes IOM’s process to evaluate and document any future changes to
the approved platform. The NRC staff reviewed these documents, but made no safety
determinations on these programs and, therefore, they are not approved by this SE. Itis an
application-specific action item (ASAI) to review any application specific development activities
governed by the NSIPM.
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The NRC staff evaluated non-safety input and output (1/0) connections made to modules in a
Remote Expansion Chassis IOM PN 8112N (as noted below in Table 1) that is part of a SR
system as required by Clause 5.6 of Institute of Electrical and Electronics Engineers (IEEE)

Standard (Std) 603-1991.

TABLE 1 — Summary of Hardware Changes

Module

Tricon V9.5.3 System

Tricon V10.5.1 System

Main Processor

3006N 3008N
Hardware floating point Embedded floating point
processor software

Communication Module

Three modules:
e 4119AN (EICM)
e 4329N (NCM)
e 4609N (ACM)

One module:
o 4352AN (TCM) Fiber
Optic

1/0 Modules Analog Input
(AN

3700AN (0-5 VDC)

3721N (0-5 or -5 to +5 VDC,
Differential) Next Generation
Module, SMT

3701N (0-10 VDC) — Through
Hole

3701N2 (0-10 VDC) - SMT

3510N (Pulse Input)

3511N (Pulse Input) — Faster

Input Scan
3703EN (Isolated) Same
3708EN (ITC) Same
3704EN (0-5/0-10 VDC, High Removed
Density)
3706AN (NITC) Removed

1/0 Modules Analog Output
(AO)

3805EN (4-20 mA)

3805HN (4-20 mA) — Supports
increased inductive loads

1/0 Modules Digital Input
(DN

3501TN 115V AC/DC - Through
Hole

3501TN2 115V AC/DC — SMT

3502EN 48V AC/DC - Through
Hole

3502EN2 48V AC/DC — SMT

3503EN 24V AC/DC - Through
Hole

3503EN2 24V AC/DC — SMT

3504EN 24/48 VDC — Through Removed
Hole
3505EN 24 VDC - Through Removed

Hole

1/0 Modules Digital Output
(DO)

3604EN 24 VDC 3624N 24
VDC, Supervised

3625N 24 VDC, Supervised/
Unsupervised Next Generation
Module

3601TN 115 VAC Same
3603TN 120 VDC Same
3607EN 48 VDC Same
3623TN 120 VDC, Supervised Same
3636TN (Relay Output) Same
Remote Extender Modules: | 4210N (Single Mode Fiber Optic | 4200N (Multi Mode Fiber Optic
Primary cable) cable)
Remote 4211N (Single Mode Fiber Optic | 4201N (Multi Mode Fiber Optic
cable) cable)
1/0 Module Term Panels Version 8 Term Panels Removed

Version 9 Term Panels
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Module

Tricon V9.5.3 System

Tricon V10.5.1 System

9794-110N PI
9782-110N Al
9561-810N DI
9561-110N DI
9664-810N DO
9663-610N DO
9563-810N DI
9662-810N DO
9662-610N DO
9668-110N RO
9667-810N DO
9562-810N DI
9783-110N Al
9795-610N Al
9790-610N Al
9764-310N Al
9860-610N AO

Signal Conditioners

Signal Conditioner (-100 to 100 °C)

Pt (7B34-01-1)

Signal Conditioner (0 to 100 °C) Pt

(7B34-02-1)

Signal Conditioner (0 to 200 °C) Pt

Same

(7B34-03-1)
Signal Conditioner (0 to 600 °C) Pt
(7B34-04-1)
Four additional Signal
Conditioners:
Not included 7B34-CUSTOM (0 to 200 °C)

7B34-CUSTOM (0 to 600 °C)
7B30-02-1 (0 to 100 mV)
7B14-C-02-1 (0to 120 °C)

Power Supplies:

ASTEC Power Modules

Vicor Power Modules

120 V | 8310N 8310N2
24 VDC | 8311N 8311N2
230 VAC 8312N2
Chassis:
Main 8110N 8110N2
Expansion 8111N 8111N
Remote Expansion* 8112N 8112N

*Remote Expansion Chassis PN 8112N may be configured as non-safety
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TABLE 2 — Summary of Software Changes

Module

Tricon V9.5.3 System
Software Version

Tricon V10.5.1 System
Software Version

TriStation 1131
Developer’s Workbench

(Application Development v3.1 v4.7.0
Software)
Main Processor Software:
Application Processor TSX 5211 ETSX 6271
1/0 Processor COM I0C 5212 COM 5206 IOCCOM 6054
Processor
Communication Module
Software:
TCM 6276

TCM Not Applicable
Common V9.5.3 COM ICM 4930 Not Applicable
EICM IICX 5276 Not Applicable
NCM NCMX 5028 Not Applicable
ACM ACMX 5203 Not Applicable
1/0 Module Software:
Al 3721N | Not Applicable Al 6256
DO 3625N | Not Applicable DO 6255
Al 3701N/N2 | AI/NITC 4873 AI/NITC 5661
1Al 3703EN | EIAI/ITC 5491 EIAI/ITC 5916
ITC 3708EN | EIAI/ITC 5491 EIAI/ITC 5916
PI1 3510N | Pl 4559 Not Applicable
Pl 3511N | Not Applicable Pl 5647
AO 3805EN/HN | EAO 5595 EAO 5897
DI 3501TN/TN2
DI 3502EN /EN2 | EDI 5490 EDI 5909
DI 3503EN/EN2
DI 3505EN | EDI 5490
DI 3504EN | HDI 5499 Not Applicable
Al 3704EN | HDI 5499
DO 3601TN
DO 3607EN EDO 5488 EDO 5781
DO 3604EN | EDO 5488 Not Applicable
RO 3636TN | ERO 5497 ERO 5777
DO 3603TN | TSDO 5502 TSDO/HVDO 6273
DO 3623TN | TSDO 5502 TSDO2 5940
DO 3624N | TSDO 5502 Not Applicable
Remote Extender Modules | RXM 3310 Same

2.2 REGULATORY CRITERIA

The acceptance criteria used as the basis for this review are defined in NUREG-0800,

“Standard Review Plan for the Review of Safety Analysis Reports for Nuclear Power Plants,”
Revision 5, dated March 2007. NUREG-0800, which is referred to as the Standard Review Plan
(SRP), sets forth a method for reviewing compliance with applicable sections of Title 10 Part 50
of the Code of Federal Regulations ( 10 CFR), “Domestic Licensing of Production and Utilization
Facilities.” Specifically, SRP Chapter 7, “Instrumentation and Controls,” addresses the
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requirements for instrumentation and control (1&C) systems in nuclear power plants based on
light-water reactor designs. The procedures for review of digital systems applied in this
evaluation are principally contained within SRP Chapter 7 and are augmented and
supplemented by Interim Staff Guidance (ISG).

The suitability of a digital platform for use in safety systems depends on the quality of its
components; quality of the design process; and system implementation aspects such as
real-time performance, independence, and online testing. Because this equipment is intended
for use in safety systems and other SR applications, the submitted LTR was evaluated in
accordance with the provisions of IEEE Std 603-1991, “IEEE Standard Criteria for Safety
Systems for Nuclear Power Generating Stations,” and IEEE Std 7-4.3.2-2003, “IEEE Standard
Criteria for Digital Computers in Safety Systems of Nuclear Power Generating Stations,” based
on the guidance contained in SRP Chapter 7, Appendix 7.1-C, “Guidance for Evaluation of
Conformance to IEEE Std 603,” and Appendix 7.1-D, “Guidance for Evaluation of the
Application of IEEE Std 7-4.3.2,” which provide acceptance criteria for these two standards.

SRP Chapter 7, Table 7-1, “Regulatory Requirements, Acceptance Criteria, and Guidelines for
Instrumentation and Control Systems Important to Safety,” identifies design criteria and
regulations from 10 CFR Part 50 that are applicable to I&C systems and are relevant for general
review of the suitability of a digital I&C (DI&C) platform for generic SR applications. Many of the
review criteria of the SRP depend on the design of an assembled system for a particular
application, whereas the LTR presents the elements of hardware and system software in the
Tricon V10 platform that can be used in a variety of safety applications. Since no plant-specific
application of the platform as a safety system is associated with the LTR, this SE is limited to
the evaluation of compliance with the relevant regulations and guidance documents to the
degree to which they can be satisfied at the platform level. In effect, fulfillment of system-level
requirements can only be partially evaluated on a generic basis based on the capabilities and
characteristics of the Tricon V10 platform.

Determination of full compliance with the applicable regulations remains subject to plant specific
licensing review of a full system design based on the Tricon V10 platform. Thus, it is an ASAI to
establish full compliance with the design criteria and regulations identified in SRP Chapter 7,
Table 7-1, which are relevant to specific applications of DI&C systems at the time the
application is submitted to NRC for approval. This and other ASAls identified in the evaluation
documented in Section 3 are compiled in Section 4.2 of this report.

The following regulations and design criteria in 10 CFR Part 50 are applicable in whole or in part
for general review of the suitability of this I&C platform for generic SR applications at NPPs:

e 10 CFR 50.55a(a)(1), “Quality Standards for Systems Important to Safety,” requires that
“structures, systems, and components must be designed, fabricated, erected,
constructed, tested, and inspected to quality standards commensurate with the
importance of the safety function to be performed”

e 10 CFR 50.55a(h), “Protection and safety systems,” incorporates by reference the 1991
version of IEEE Std 603, “IEEE Standard Criteria for Safety Systems for Nuclear Power
Generating Stations,” including the correction sheet dated January 30, 1995

e 10 CFR Part 50, Appendix A, “General Design Criteria for Nuclear Power Plants”

e General Design Criterion (GDC) 1, “Quality Standards and Records”
e GDC 2, “Design Basis for Protection Against Natural Phenomena”

e GDC 4, “Environmental and Dynamic Effects Design Basis”

e GDC 13, “Instrumentation and Control”
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GDC 20, “Protection System Functions”

GDC 21, “Protection System Reliability and Testability”

GDC 22, “Protective System Independence”

GDC 23, “Protective System Failure Modes”

GDC 24, “Separation of Protection and Control”

GDC 25, “Protection System Requirements for Reactivity Control Malfunctions”
GDC 29, “Anticipated Operational Occurrences”

SRP Chapter 7, Table 7-1, identifies regulatory guides (RGs), branch technical positions
(BTPs), and industry standards that contain information, recommendations, and guidance and,
in general, provide an acceptable basis to implement the above requirements for both hardware
and software features of SR DI&C systems. Based on the scope of the Tricon V10 platform and
the limitations of a platform-level review, the following guides and positions are determined to
have relevance for consideration in this SE:

Note: Revision levels are identified here and not listed throughout the SE.

e RG 1.22, Revision -, “Periodic Testing of Protection System Actuation Functions”

e RG 1.47, Revision 1, “Bypassed and Inoperable Status Indication for Nuclear Power
Plant Safety Systems”

e RG 1.53, Revision 2, “Application of the Single-Failure Criterion to Nuclear Power Plant

Protection Systems”

RG 1.62, Revision -, “Manual Initiation of Protection Actions”

RG 1.75, Revision 3, “Physical Independence of Electrical Systems”

RG 1.89, Revision 1, “Qualification for Class 1E Equipment for Nuclear Power Plants”

RG 1.97, Revision 4, “Instrumentation for Light-Water-Cooled Nuclear Power Plants to

Assess Plant and Environs Conditions During and Following an Accident”

¢ RG 1.100, Revision 3, “Seismic Qualification of Electric and Mechanical Equipment for
Nuclear Power Plants,” which conditionally endorses IEEE Std 344-1987, “IEEE
Recommended Practices for Seismic Qualification of Class 1E Equipment for Nuclear
Power Generation Stations”

e RG 1.152, Revision 3, “Criteria for Digital Computers in Safety Systems of Nuclear
Power Plants,” which endorses IEEE Std 7-4.3.2-2003, “Application Criteria for
Programmable Digital Computer Systems in Safety Systems of Nuclear Power
Generating Stations”

e RG 1.168, Revision 1, “Verification, Validation, Reviews and Audits for Digital Computer
Software Used in Safety Systems of Nuclear Power Plants,” which endorses IEEE Std
1012-1986, “IEEE Standard for Software Verification and Validation Plans,” and IEEE
Std 1028-1988, “IEEE Standard for Recommended Practices for Software Design
Descriptions”

e RG 1.169, Revision -, “Configuration Management Plans for Digital Computer Software
Used in Safety Systems of Nuclear Power Plants,” which endorses IEEE Std 828-1990,
“Software Configuration Management Plans,” and IEEE Std 1042-1987, “IEEE Guide to
Software Management”

e RG 1.170, Revision -, “Software Test Documentation for Digital Computer Software
Used in Safety Systems of Nuclear Power Plants,” which endorses IEEE Std 829-1983,
“Software Test Documentation”

e RG 1.171, Revision -, “Software Unit Testing for Digital Computer Software Used in
Safety Systems of Nuclear Power Plants,” which endorses IEEE Std 1008-1987, “IEEE
Standard for Software Unit Testing”
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e RG 1.172, Revision -, “Software Requirements Specification for Digital Computer
Software Used in Safety Systems of Nuclear Power Plants,” which endorses IEEE Std
830-1984, “Guide for Software Requirements Specification”

e RG 1.173, Revision -, “Developing Software Life Cycle Processes for Digital Computer
Systems used in Safety Systems of Nuclear Power Plants,” which endorses IEEE Std
1074-1995, “IEEE STD for Developing Software Life Cycle Processes”

e RG 1.180, Revision 1, “Guidelines for Evaluating Electromagnetic and Radio-Frequency
Interference in Safety-Related Instrumentation and Control Systems,” which endorses
IEEE Std 1050-1996, “IEEE Guide for Instrumentation and Control Equipment
Grounding in Generating Stations,” and specified test methods from Military Standard
(MIL-STD)-461E, “Requirements for the Control of Electromagnetic Interference
Characteristics of Subsystems and Equipment” and International Electrotechnical
Commission (IEC) 61000, “International Electrotechnical Commission Series of EMI/RFI
Test Methods”

e RG 1.209, Revision -, “Guidelines for Environmental Qualification of Safety-Related
Computer-Based Instrumentation and Control Systems in Nuclear Power Plants,” which
endorses |IEEE Std 323-2003, “IEEE Standard for Qualifying Class 1E Equipment for
Nuclear Power Generating Stations”

e SRP BTP 7-14, “Guidance on Software Reviews for Digital Computer-Based
Instrumentation and Control Systems”

e SRP BTP 7-17, “Guidance on Self-Test and Surveillance Test Provisions”

e SRP BTP 7-21, “Guidance on Digital Computer Real-Time Performance”

o DI&C-ISG-04, “Interim Staff Guidance on Highly-Integrated Control Rooms —
Communications Issues (HICRc),” September 28, 2007.

The Tricon V10 is an upgrade product based on previous designs. Some design elements of
the Tricon V10 pre-date IOM’s 10 CFR Part 50 Appendix B process and therefore certain
industry guidelines that address dedication and qualification processes are applicable. The
NRC staff has reviewed and accepted the following industry guidance documents based on
conditions established in SE reports.

e EPRI TR-102323, “Guidelines for Electromagnetic Interference Testing in Power Plants,”
as accepted by the NRC SE dated April 30, 1996
e EPRITR-106439, “Guideline on Evaluation and Acceptance of Commercial Grade
Digital Equipment for Nuclear Safety Applications,” as accepted by the NRC SE dated
April 1997
e EPRITR-107330, “Generic Requirements Specification for Qualifying a Commercially
Available PLC for Safety-Related Applications in Nuclear Power Plants,” as accepted by
the NRC SE dated July 30, 1998
It should be noted that industry standards, documents, and reports use the word “requirements”
to denote provisions that must be implemented to ensure compliance with the corresponding
document. Additionally, these standards, documents, and reports provide guidance or
recommendations that need not be adopted by the user to ensure compliance with the
corresponding document, and the optional items are not designated as “requirements.” The
word “requirement” is used throughout the instrumentation and control discipline. However,
licensee or vendor documentation of conformance to the “requirements” provided in industry
standards, documents, and reports referenced in this SE constitutes conformance with NRC
regulatory requirements only insofar as the standards, documents and reports are endorsed by
the NRC. Other use of the word “requirements” in these documents does not indicate that the
“requirements” are NRC regulatory requirements.



2.3 PRECEDENTS

Four topical reports for digital platforms have previously been approved by the NRC. These
platforms are the HFC-6000, AREVA TELEPERM XS (TXS), the Westinghouse Common Q,
and the Invensys Triconex, and they were generically qualified in accordance with the approved
guidance of EPRI TR-107330. The corresponding SE reports (References 11, 12, 13, and 9
respectively) for these platforms document the findings of the reviews by NRC staff and
constitute applicable precedents that are considered in the conduct of this review.

Specific precedents employed to support this review address environmental qualification,
exceptions to key performance requirements specified by EPRI TR-107330, and Commercial
Grade Dedication (CGD) of previously developed software (PDS). Each of the SEs for the
generic platforms (i.e., TXS, Common Q, and Tricon V9) addresses deficiencies in the
environmental qualification program for the respective platforms either through treatment as
generic open items or identification of a commitment to retest on a plant-specific basis. The SE
for the Tricon V9 platform (Reference 9) provides a precedent for the treatment of exceptions to
the response time performance requirement from EPRI TR-107330. The SE for the Common Q
platform (Reference 13) provides an evaluation of dedication activities by Combustion
Engineering Nuclear Power (now owned by Westinghouse) for commercial grade items,
including software, which is used in the platform. The commercial dedication of a
Siemens-designed application-specific integrated circuit (ASIC) for use as the system support
controller on platform printed circuit boards (PCBs) provides a precedent from the SE for the
TXS platform (Reference 12) regarding the treatment of custom chips that provide processor
support functionality for board management.

3.0 TECHNICAL EVALUATION

This SE follows the guidance contained in SRP Chapter 7. Chapter 7 of the NRC SRP provides
guidance on reviewing complete NPP designs of I&C systems. Revision 5 to SRP Chapter 7
also includes review criteria for digital systems. The guidance is applicable to the review of TRs
for evaluating the suitability of generic digital platforms for SR use through consideration of
general system requirements. Based on examination of SRP Chapter 7, Table 7-1,

Appendix 7.0-A, “Review Process for Digital Instrumentation and Control Systems,” and
Appendix 7.1-A, “Acceptance Criteria and Guidelines for Instrumentation and Control Systems
Important to Safety,” the relevant regulatory requirements, BTPs, ISG, and acceptance criteria
that can be addressed in part at the platform level are identified in Section 2.2 of this SE. The
evaluation of the Tricon V10 platform against the identified acceptance criteria is documented in
the following subsections.

IOM designed and built the Tricon PLC system as a commercial grade system, rather than
specifically for use in SR systems in NPPs. As a result, the design process was not governed
by 10 CFR Part 50 Appendix B and the related process documentation may not be fully
consistent with BTP HICB-14. EPRI TR-106439 and TR-107330 recognize that commercial
design practices differ from nuclear specific design practices and discuss how the essential
technical characteristics of products meet the requirements, intent, and quality characteristics
needed for SR systems in NPPs.

The evaluation described in this section is based on review of the information contained within
the LTR. The Tricon V10 platform is described in Section 2.1 of the LTR. Sections 2.2 and 2.3
describe the product qualification. Section 5 of the LTR contains discussion of key safety
system design topics, such as security, diversity, and communications. The material contained
in these sections of the LTR was the principal focus of the SE and is the primary source of the
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descriptive information on the Tricon V10 platform presented in this section. Supplemental
documentation docketed by IOM provides supporting and/or clarifying information that was
considered in this evaluation. Specific reference to the source documentation is given where
key information or supporting evidence from any of these additional documents proved to be
essential to the conduct of the evaluation.

3.1 TRICON V10 PLATFORM DESCRIPTION

This section provides an overview of the Tricon V10 system. A detailed description of the
system is provided in the following IOM documents; “Technical Product Guide, Tricon systems”
(Reference 15), and the “Planning and Installation Guide” (Reference 16). The specific
hardware and software that has been qualified is identified in the “Master Configuration List”
(Reference 17). Table 3-1 in Section 3.3 of this document lists the Tricon V10 modules that
have been qualified for nuclear SR applications.

3.1.1  TRICON V10 SYSTEM OVERVIEW

A typical Tricon V10 system (for example, one division of a reactor protection system) would
consist of one or more 19-inch rack or panel mounted chassis. Each Tricon V10 system
includes a main chassis, illustrated in Figure 2-1, and may also include additional expansion
chassis.
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Figure 2-1 — Tricon V10 Main Chassis

Each chassis is powered by two independent, redundant power supplies, each capable of
providing the full power requirements of the chassis. Thus, the system can withstand a power
supply failure without interruption.

The Tricon V10 is triple redundant from input terminal to output terminal, as shown in

Figure 2-2. The triple modular redundant (TMR) architecture is intended to allow continued
system operation in the presence of any single point of failure within the system. The TMR
architecture is also intended to allow the Tricon V10 to detect and correct individual faults on-
line, without interruption of monitoring, control, and protection capabilities. In the presence of a
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fault, the Tricon V10 will alarm the condition, remove the affected portion of the faulted module
from operation, and continue to function normally in a dual redundant mode. The system
returns to the fully triple redundant mode of operation when the affected module is replaced.

To facilitate module replacement, the Tricon V10 chassis includes provisions for a spare
module, logically paired with a single input or output module. This design allows on-line, hot
replacement of any module, under power while the system is running, with no impact on the
operation of the application.
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Figure 2-2 — Triple Modular Redundant Architecture

Figure 2-2 shows the arrangement of the input, MP, and output modules. As shown, each input
and output module includes three separate and independent input or output circuits or legs.
These legs communicate independently with the three main processor modules. Standard
firmware is resident on the MP modules for all three microprocessors as well as on the input
and output modules and communication modules (not shown in Figure 2-2).

3.1.2 TRICON V10 SYSTEM HARDWARE

The main components of a Tricon V10 system are the chassis, the termination panels, the
power supply modules, the main processor, I/0O modules, and communication modules.
Functional requirements for this hardware are specified in Section 4.3 of EPRI TR-107330.
Compliance of the Tricon V10 hardware with these requirements is summarized in the
Requirements Traceability Matrix (RTM), Appendix A of the LTR. A description of this hardware
is provided below.

3.1.21  8110N2 MAIN CHASSIS

A Tricon V10 system consists of one main chassis (shown in Figure 2-1) and up to fourteen
additional expansion chassis. The Tricon V10 main chassis supports the following modules:

Two redundant power supply modules
Three main processors
Communications modules

I/O modules
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The main chassis also has a key switch that sets the system operating mode:

e RUN — Normal operation with read-only capability by externally connected systems,
including TriStation. Normally, the switch is set to this position and the key is removed
and stored in a secure location.

e PROGRAM - Allows for control of the Tricon V10 system using an externally connected
personal computer (PC) running the TriStation software, including application program
downloads.

STOP — Stops application program execution.

e REMOTE - Allows writes to application program variables by a TriStation PC or by

MODBUS masters and external hosts.

As shown in Figure 2-3, the Tricon V10 backplane is designed with dual independent power
rails. Both power rails feed each of the three legs on each I/O module and each main processor
module residing within the chassis. Power to each of the three legs is independently provided
through dual voltage regulators on each module. Each power rail is fed from one of the two
power supply modules residing in the chassis. Under normal circumstances, each of the three
legs on each I/O module and each main processor module draw power from both power
supplies through the dual power rails and the dual power regulators. If one of the power
supplies or its supporting power line fails, the other power supply will increase its power output
to support the requirements of all modules in the chassis.

The Tricon V10 also has dual redundant batteries located on the main chassis backplane. If a
total power failure occurs, these batteries maintain data and programs on the main processor
modules for a period of six months. The system will generate an alarm when the battery power
is too low to support the system.

The 8110N main chassis approved for the Tricon V9 is functionally equivalent to the 8110N2
qualified with the Tricon V10. However, they are not interchangeable.

3.1.22 8111N EXPANSION CHASSIS

The expansion chassis is the same as approved for V9 and is used locally to increase the
number of I/O modules in the Tricon V10 PLC system. The expansion chassis are
interconnected via three separate RS-485 data links, one for each leg of the three 1/0 legs. If
communication modules are installed, three separate RS-485 data links are required for the
three communications busses. The Tricon expansion chassis can support the following
modules:

e Two redundant power supply modules
e Communications modules (in the first expansion chassis only)
e |/O modules
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Figure 2-3 — Tricon V10 Chassis Backplane Configuration

3.1.23 8112N REMOTE EXPANSION CHASSIS

The remote expansion chassis are similar to the expansion chassis, but are used for remote
locations, rather than locally. As such, each remote expansion chassis has remote extender
modules (RXMs) that serve as repeaters or extenders of the Tricon V10 1/O bus to allow
communications with the main chassis and expansion chassis within a channel or a division. A
single remote RXM chassis or module would not be configured to communicate with more than
one channel/division.

The Tricon V10 remote extender chassis uses the same type of power supplies as the main
chassis, and has the same dual and redundant power bus arrangement. The 8112N remote
expansion chassis was approved with the Tricon V9 and is unchanged as qualified with the
Tricon V10.

3.1.2.4 4200N PRIMARY & 4201N REMOTE EXTENDER MODULES

RXMs are multi-mode fiber optic modules that allow expansion chassis to be located up to 1.2
miles away from the main chassis. An RXM connection consists of three identical modules,
serving as repeaters/extenders of the Tricon 1/O bus that also provide ground loop isolation.
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Each RXM has single channel transmit and receive cabling ports. Each of the three 4200N
Primary RXMs is connected to the 4201N remote RXMs housed in the remote chassis. Each
pair of RXMs is connected with two fiber optic cables operating at a communication rate of 375
Kbaud. The interfacing cabling is unidirectional for each channel. One cable carries data
transmitted from the primary RXM to the remote RXM. The second cable carries data received
by the primary RXM from the remote RXM. The RXMs provide immunity against electrostatic
and electromagnetic interference. The fiber optic cables provide Class 1E to Non-Class 1E
isolation between a SR main chassis and a non-safety-related (NSR) expansion chassis.

The Tricon V9 was qualified with the 4210N and 4211N primary and remote RXM set which
used single mode fiber optic cable. The V10 was qualified with the 4200N Primary and 4201N
remote RXM set which uses multimode fiber optic cable. Both use the same software (see
Table 2 above) and differ in the type of fiber optic cable that is supported. The V10 supported
multimode fiber optic cable is capable of a 1.2 mile span while the V9 supported single mode
version is capable of a 7.5 mile span. Though both RXM sets have been qualified, they are not
interchangeable across the platforms because they were not qualified as interchangeable.

3.1.2.5 EXTERNAL TERMINATION ASSEMBLIES

The external termination assemblies (ETAs) are printed circuit board panels used for landing
field wiring. The panels contain terminal blocks, resistors, fuses, and blown fuse indicators.
The standard panels are configured for specific applications (e.g., digital input, Al, etc.). The
thermocouple input termination panel provides cold-junction temperature sensors and ups